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Abstract - This paper desacribes the design and de-
velopment of a prototype intrusion detection system
for the Los Alamos National Laboratory's
Integrated Computing Network (ICN)*. The devel-
opmont of this system is based on three basic as-
sumptions: 1) that statistical analysis of computer
system and user activities may be used to character-
ize normal system and user behavior, and that given
the resulting statistical profiles, behavior which de-
viatcs beyond certain bounds can be detected, 2V
that expert system techniques can be applied to se-
curity auditing and intrusion detection, and 3) that
successful intrusion det-:ction may take place while
monitoring a limited set of network activities. The
Network Anomaly Detection and Intrusion
Reporter (NADIR) design intent was to duplicate
and improve the audit record review nctivities
which had previously heen undertaken by security
personnel, tu replace the manual review of audit
logs with a near renltime! expert systom.

1 Introduction

The authenticntion and nccess control system in uny
network is the initial defense agninst intruders from
outside. Authentication is the identification of o user
with reasonable nssurance that the user 1a who he or
she cliiima to be. Accens control is a mechaniam of
restricting nccess by authenticated useia to those
portions of the natwark conaistent with their clear-
nnce nnd need-to-know. Given the industry-wide
frequercy of brenk-ins by outsiders, it is unfortu.
nately obvious that authentication and accens con-
trol mechantamna can be compromised or by pnased
and that they nlone cannot be completely relied
upon tu ensure that no penstration by vutsiders oc-
curn. In addition. aecurity problemn are caused not
only by the proverbinl outside “hacker”, but far
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more often by the privileged insider who abuses
that privilege. That even the moat secure systems
are vulnerable tc abuse by insiders who misuse or
attempt to misuse their privileges is obvious from
the number of well publicized reports in the last few
years of incidences of unauthorized access and
removnl of classified information by insiders from
otherwise secure computer systems.

In a large, complex. and rapidly changing computer
network such as the ICN it is not realistic to expect
that ell security loopholes and vulnernbilities will be
identified. Even 1f 1dentified, it is not a given that
they can be closed, since it may be impossible or im-
practical to do so. A primary reason for this is that a
balance must be struck between security und the re-
quirement that reasonubly convenient mervices he
provided to network usera. Given the acknowledged
uncertainty in the completeress of current security
mensures, some means must be provided to monitor
known loopholes, witch for anctivity which may lead
to the identificution of previously unknown secunty
problemy, and help provide a reasonable assurnnce
thit a netw .rk is secure,

An auxilinry line of defense ngninst both intrusions
by outsmders and insider misuse is the muaintenance
and review of nn audit record of significant network
artivity. In the nbsence of an automated system, se-
curity personnel must attempt to review huge
quantities of printed nutput in an often futile attempt
to spot invalid activity, The sheer volume of datn
makes it nearly impossible to detect suspici as ne-
tivity that dovs not conform to a few chvious intra-
mion or minure scenarios. nnd even these may be
minsed. What is needed in the enpalnhity for nuto-
m wted security annlysis of the audit record; n eapn-
bihty which combines the knowledge of security ex.
perts with n computer's enpubility to process and
correlnte Inrge quantitios of data. When this nnnlysin
in done in near renltime, secinty personnel may be
notified of suspicionr netivity in n timely munner,
nnd direct nction taken to trnes and stop an identy

ieel penotrntion mttempt or other misuse



2 Target System

The Integrated Computing Network (ICN) is Los
Alamos National Laboratory's main computer net.
work. It consists of host computers (which execute
user programs), file storage devices, network ser-
vicer, local apd remote terminals, data communica-
tion interfaces, and distributed processors (DPs).
DPs are remote processors which range from work-
stations (personal and mini computers) to full-scale
computers. The “core” of the ICN is considered to be
the main host compuiers and their support devices,
while the DPs are cons'dered to be the "extended”
network. Through the ICN, any user inside the Lab-
oratory may access any host computer (if the user
has authorization to do so and the access path is ap-
proved; from office workstations or terminals.
Outside users typically access the ICN through tele-
phone modems, leased lines, or one of multiple
world-wide networks. The core ICN has more than
8,000 validated users.

The ICN consists of four "partitions”; the Open,
Admunisirative, National Security, and S.cure parti-
tions. ICN Partitions are dedicated to specific levels
of processing, and are limited to users cleared for
the most sensitive information processed in a given
partition. Ti  Open partition is available to anyone
who has a legitimate need to comnpute at Los Alamos
and is limited to unclassified, non-sensitive comput-
ing. The Administrative partition is primarily dedi-
cated to processing sensitive unclassified data or
data subject to a privicy act, The National Securnity
partition is dedicated to processing of DO claasi-
fied and unclassified data. The Secure partition is
dedicated to procensing DOE clasmified and uncins-
sified data.

Partitioning i enforced throughout the network by
a aystem of dedicnted, specinl function, ICN nodes.
These nodes perform apecific mervices in the ICN,
such an user nuthentication, uccess control, job
scheduiing, file accenn and storage, and file move.
ment be' ween partitions. They nre physically pro-
tected, have tughtly restricted nccens, are limited to
only that software needed to porform a wpecific ner-
vico, und do not execute user programe, Oy these
dudicated nodes nre nllowad 1 service multiple [CN
partitions. Each of tacse nodes s regitired to pro-
duce and muintaun an nudit recocd of its netivity,

Hocmiase of the enticn] nnture of the services per
forwod by the special tunetion TCN nodes, nnd to
keop the gquntity of dita 1o be processed at nman.
azenble tevel, 1t wan decrded to npply nnomaly nnd
inteanann detection processing to thowe syatems,
Thoagh the audit Tog of the conbined sorvices per

formed by these systems provides an extensive
record of user activity on the ICN, it does not pro-
vide a complete record of user activity on the host
computers. However, given the scope of the prob-
lem, it was decided that the network service data
was the place to start,

3 History

Until recently, most security auditing of ICN activ-
ity was performed by manually scrutinizing system
logs and thus identifying potential security viola-
tions. Given the magnitude of the audit records,
manual review of these records was limited to a
small sampling or a very cuisory scanning. A num-
ber of security violations were identified over a pe-
riod of time, but there was no way tu evaluate the
success or completeness of this approach. In addi-
tion, when suspected security violations were identi-
fied by other means, the Laboratory's Internal
Security ([SEC) personnel frequently requested au-
dits thut covered periods of time months in length,
which were months or years in the past. Since there
was no automated way to perform these audits,
considerable effort was expended i1n completing
them. [t was for these reasons that development of
an automatic audit record analysis system was un-
dertaken at Los Alamos. Development was heavily
influenced by the iniial research of Dorothy
Denning and her colleagues [1, 3, 4), and the current
IDES research and development being carried out
by Teresa Lunt aud her colleagues at SRI
International |5, 6, 9, 10, 13]. They have demon-
atrated that 1) the statistical analysis of coraputer
saystem activities may be used to characterize
"normal” aystem and user behavior and, given such
statistical profiles, that user and system activity that
devinten beyond certain boundy is detectable, and 2)
known intrusion scenarios, exploitation of known
aystem vulnerabilities, and violations of a system’s
security policy are detectable through use of an ex-
pert syatem rule base. Their appronch puts a pri-
mary emphasin on the detection of devintions trom
normal user and system behavior by statistieal
menns, combined with an expert system which en.
codenintrusion scennrios that are intended to enteh
those invalid nctivitten missed by the first means
| 10]. Another approach has been demonstrated by
the development of the Multics Tutrosion Detection
and Alerting System (MIDAS), which has been im
plemented on the National Security Center's
Dockmuater system 7, Bl Although heavity 1infly
enced by the work nt SRI, the muor emphusis on
MIDAS wiw ta encode wosot of a priors riles that de
fine invalid activity and 1ntrusion scennrion. Ty
appronch haa also been muccesafully npphied to secu
rity audit T nnndysis by menna of an expert system
{AWAES) developed at THM [ 121,



In late 1988, an intrusion detection feasibility study
was undertaken at Los Alamos. Its purpose was to
look into the possibility of developing an intrusien
detection system for the Los Alamos network. It was
determined that an expert system approach to the
problem of ICN audit record analysis using a set of
pre-determined rules would work, that invalid user
activity could be detected, and in fact such a system
would be relatively easy to implement [11]. In the
spring of 1989, with the receipt of funding from the
Operational Security Div,sion at Los Alamos, the
Network Anomaly Detection and Intrusion
Reporter (NADIR) project was initiated.

The major goals for the development of the NADIR
system were to:

¢ Develop & better understanding of the patterns
and range of user :.ctivity on the ICN, for future
planning and development.

* Develop a means by which to detect and evalu-
ate unanticipated security vulnerabilities.

¢ Pruvide a more efficient method of past and
current audit record review, as required by ICN
security personnel.

¢ Develop a near realtime method by which to de-
tect a range of security relevant events, including
attempted break-ir.s to the ICN by outsiders and
invalid activity or abuses by insiders.

In addition to the stated project goals, providing
useful tools to network and security personnel dur-
ing each phase of development was given n high
prionty.

1 Working Prototype

NADIR was designed to be implemented on a dedi-
ented workstation. This was done so that its process-
ing would not impact target syatem performance,
for reasons of security, and becnnine it was to receive
and correlate data from muitiple systems. At this
time there is one NADIR workstation, However, an
additonal target systems are added to NADIR, we
envision i network of workstations, each processing
the nudit record from one or more target <ystems
and viach contributing to a distnbuted databnse.

The current NADIR prototype aw an SUN
SPARCstation? with two 327 MByte disks. It unes
the Sybase! relational database management sys
toem ond n Lox Alimos designed expert system. Sy
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base provides tools which are used to structure,
maintain, and display all data on the system. The
expert system 1s programmed almost entirely in
Transact-SQL, an enhanced versior of the SQL
database language, which is provided by Sybase.
Transact-SQL provides such capabilities as stored
proceduires, triggers, system administrator tools,
and control flow language features, which are used
extensively in NADIR. In addition, C was required
for a portion of the user interface. NADIR commu-
nicates with each target system over a dedicated se-
cure ethernet lirk.

NADIR moriators Network Security Controller
{NSC)* and Security Assurance Machine (SAM) ac-
tivity on the ICN. The NSC is a DEC-8250% ma-
chine, which runs the VMS operating system. The
SAM is a DE.C-730 machine, which runs the UNIX’
operating system. The changes required to each
system were minimal. Communication with NADIR
by a target system requires only the installation of
Sybase provided interface software, and the use of u
standard DECnet or TCP/IP protocol. An implemen-
tation of TCP/IP under YMS was provided by the
Multinet® software package. Interfaces to Sybase
were provided by DB-Library packages for Fortran
and C. The target system code was changed only to
format the audit record for NADIR, and to provide
for the teansmission of a record of each user activity
immediately after its occurrence. The NADIR re-
quired data processing on either system has not re-
sulted in any measurable degradation in system
performance.

The combined load of NSC and SAM zudit duata 13
relatively light. The NSC performs a user authent:-
cation every .6 seconds during peak timos, and
much less tha, that most of the time. SAM activity 15
even lower than this, with less than 100 logons a
week involving 30-10 separate ussrs. Normally,
each of these users enters only a small number of
commands. NADIR uses 100 MBytes of disk space
tor the datnbase generated trom the NSC and SAM
audit records. NADIR ix uble to process an audn
record nund report any suspicious behavior found
within .25 secondr of the ime the record is received
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5 System Design

A phased approach was taken in applying NADIR
to the ICN service nodes. Nodes were (and are b. -
ing) individually analyzed, their data initially pro-
cessed separately, and then combined in the NADIR
system. As NADIR adds new nodes, their user activ-
ity record is correlated with previously included
nodes to produce more complete profiles of each
ICN user and of overall ICN activity. This will even-
tually allow the tracking of individual users as they
enter the ICN, move from host to host, access and
move files, and run jobs, until they leave the ICN.
With the addition of each node, new expert rules are
being defined which use the expanded information
available, describe more ¢laborate scenarios of in-
valid or suspicious user activity, and will over time
improve the discrimination and judgement of the
system, The NSC and the SAM have been integrated
into NADIR. Work is in progress to integrute the
Common File System (CFS)® and the Facility for
Operator Control and User Statistics (FOCUS)!?,

The NADIR system consists of six functional com-
ponents; Data Collection, Data Processing, Anomaly
Detection, Report Generation, Event Assessment,
and the User Interface. Their relationship to each
other is illustrated in Figure 1.

5.1 Data Collection

NADIR monitors target system activity as it occurs
and 18 recorded in audit records which are gener-
ated by the target systems. Euch audit record de-
scribes a single event. Audit records from different
target systems vary in format and contain in many
respects unique data, a result of the functionally dif-
ferent tusks performed by those systems. Whatever
the system, the uudit record will contain a unique ID
for the 1CN user, the date and time of the user’s ac-
tivity, fields which describe the activity, and any er.
rors which may have occurred.

NADIR diuta collection was designed to be relatively
enaily expanded to multiple targets, which consist of
a number of different hardware and software sys-
tems, Thin effort was supported by two demgn
choices; 1) the use of flexible off-the-shelf interfuce
and database software, which was selected to ex-
pedite datn translation between different operating
systema and to ennble the merging of data into a
aingle extended dataase, nnd 21 the lmaitation of
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required target system changes to the capability to
collect the appropriate audit record of user activity,
transform the data into a specified canonical for-
mat, and transmit it to NADIR. In addition, NADIR
software is designed in a modular fashion, so that
new target system expansions can be handled with
a minimum of effort.

Data
Collection
Network Defintion
User Cotintton
Audit Record Generation

and Collection
Data Anomaly
Processing Detection
User Descnptors |——n-{ Expen Pule Apphcation el
Network Descrotors Sat Level of 'Marest
Profile Generation Output Alarms
User Report
Interface Generation
Status & Alarm Display  feiind Ad e Reponts

Background Checks
Inlgractive Analycis

Sche.. o1 ispors

1

Event

Assessment
Sacunly avews

Hule Base Modidic abon
Algorthm Moadicaion

T

Figure 1: NADIR System Mode

5.2 Data Processing

All user and <yutom activitien, an represented by
audit records tfrom the targel systems, nre summa-
rized into statiatical profiles. These profiles are a de-
scription of current behavior, with respect to n set of
defined parameters. Profiles nare muntained for
both individunl ICN users and for a composite of nll
ICN usern. The profilen nre updated as ench record
of nctivity occurring on uny target system s ve.
coived by NADIR. As (ners alter their behnvior,
their profiles will change. Rather than the detinl
contuined 1n ench nuit record resulting from n
user's activity, the profiles contimn count atatistion
which summnrize the netivity. When nonew audit



record is received, the data is parsed and the appro-
priate counts in the profiles are incremented. At this
poin: in development, new profiles are generated
for each week. Past weekly profiles are maintained
for comparison purposes and as a permanent
recora.

5.3 Anomaly Detection

Observed events within the profiles are compared
to expected and proper behavior by means of the
application of expert rules and deviations identified
(the identification of a deviation by an expert rule is
generally refered to as having "fired" or “triggered”
the rule). Each deviant event (or anomaly) i¢ as-
signed a level of interest. The level of interest is
based on the number, type, and combination of ex-
pert rules which have been fired by the user’'s be-
haviar, It may be applied to an individual user, to a
gystem, or to an entry point into the network. Every
fired rule increases the level of intereat, though the
firing of one critical rule may be enough to bring
immediate attention to the event. The combination
of the level of interest for each monitored user or
system, and the record of events fired by each, pro-
vides an ongoing summary of the security status for
each use- - nd system being monitored. The expert
rule model and its application on NADIR is covered
in more detail in section 6 of this paper.

5.4 Report Generation

Anomaly reports are generated for all deviant
events. The frequency of repoits is dependent on the
seriousness or level of interest agsociated with each
event. All events are documented in weekly reporis.
Those events which are determined to be very in-
teresting, but not critical, are output in daily reports.
Very suspicious events of a critical nature, such es a
hiwhly probable attack underway, are output imme-
dintely,

NADIR generates 1outine reports on a weekly basis.
Summary hardcopies are routed to project develop-
ers and security personnel. A complete report,
which includes data from the audit record to sup-
port the findings of the aummary, ia stored in the
Secure purtition of the ICN's Common File System,
where 1t may be accessed and reviewed electroni-
enlly by authorized peraonnel. The weekly hard.
copy report s 1820 (two sided) pngesin length, and
containg:

o Summary statistics of all nctivity on the JCN for
the week (one page),

o Grnpghical reprosentntion of all user activity for
the week, including anomnlous activity, plotted

over time with a granularity of one hour
(eighteen plots).

* A list of all anomalous users for the week
(usually 65-85 users), listed in order of their level
of interest. Of the total, 7-10 will be very suspi-
cious, 20 or so moderately suspicious, and the rest
various levels of interesting. For each user, the list
contains the level of interest, a user 1D, and the
user's name, group, and type.

¢ A detailed description of each user's anomalous
activity, including which rulets) were fired.

¢ A list of all users who moved files from a higher
to a lower level ICN partition (an activity which 13
closely monitored), sorted on the basis of the clas-
sification of their computing activity.

* Two pages of descriptive boilerplate.

If a critical event is detected, security personnel are
contacted as quickly as possible. An appropriate
short report is generated, the contents of which de-
pend on the nature of the event. Detailed follow-up
reports may be requested as part of an investigation.

5.5 Event Assessment

Upon receint of 8 NADIR report, whether it be criti-
cal or routine, security personnel perform a review
of all anomalous activity, even the relatively unin-
teresting. In order to process the weekly reports in a
timely manner, specific security perscnnel are as-
signed responsibility for various categories or types
of ICN users. Each anomalous user’s activity 13 re-
viewed in detail, and a de.ision made whether fur-
ther investigation is required. This may include in-
terviewing the user. [ the user’s activity warrants it,
the user is blacklisted during the investigation. A
short report is filed at the completion of each inves-
tigation, giving details of its resolution. This infor-
mation is provided to the NADIR developers, so
they may have immedinte feedback on system pei-
formance. Periodic reviews are held with security
personnel to evaluate the system's effectiveness and
te make recommendations for improvements.
Where indicated, the expert rules on NADIR are
modified to improve the discrimination and judge-
ment of the system,

5.8 User Interface

The user interface uses Sybane front end tools,
yraphics packages, and Los Alamos designed rou-
tines to provide a preliminary interface for the
knowledgenble user. [t provides warning and alarm
displays, nnd current status displays. For users wh.
hnve been provided the nppropriate nccess and
privilege, the user interface allows n choice of bnlt
1n queries or nllows nd-hoe queries ayainst the raw
nudit data, the individunl user and componite pro-



files, and current status information. It allows the
review of all the audit data associated with a par-
ticular user, a particular machine, or any other pa-
rameter over any selected period of time. Data may
be displayed in a variety of ways, including graphi-
cally, and reports generated.

Security personnel 2t Los Alamos frequently have
the need to perform background reviews of user
activity on the ICN, based on information received
from a variety of sources, and for many different
reasons. These reviews usually involve one individ-
ual ICN user, but have at times involved such things
as all users from a particular source. To support this
need, NADIR provides the capability for interactive
background analysis of current and past activity,
for a particular user or users, or any othar parame-
ter in the database, over any specified period of
time. The audit data required for background analy-
sis is maintained indefinitely at Los Alamos. A com-
plete audit record, starting in October 1989, and
continuing to date, is readily available. Older audit
data is archived and would require some processing
to be usable by NADIR.

6 Expert Rules

NADIR rules try to detect attempted break-ins by
outsiders, masqueraders, and misuse by insiders. To
detect attempted break-ins by outsiders, NADIR
uses rules involving such deviations from normal
behavior as abnormally large numbers of logon
fuilures by known users, abnormal blacklisting'! of
known usr s, abnormal numbers of logon failures
by unknown users (the user 1D 13 not defined on the
ICN), abnormal numbers of failures from a single
source (especially if the source is a dial-up line),
high rates and/or precise timing of attempted lo-
gons fautomation), and the use of unusual activity
time,. To detect masqueraders, NADIR uses rules
involving unusual or abnormal user logon param-.-
ters (time, location, partition, computing level, etc.),
especinlly when logon failures are combined with
these parameters, and such things ag simultaneous
tor nearly) logone from physically separate loca.
tions. To detect misuse by insiders, NADIR uses
rules involving attempted access to classiied or
sepsitive partiticins, suspicious movement of files he
tween partitions, automated lovons, abnormal logon
rateg, logons to an gbnormal nunber of machines,
logons from an abnormal number of sources, and
misuse of reatricted (specin] usnge) user ambers.
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The NADIR rule base comprises of four logical fil-
ters, each designed to separate out certain types or
levels of anomalous activities. Basically following a
knowledge engineering approach which has been
successfully implemented at Textronic (2], the rule
base definition started with the abstraction of the
reasonably well-understood part of the problem;
ICN security policy and well-defined invalid and
suspicious behavior. This resulted in rules for the
Characteristic Filter. Report requirements provided
rules for the Report Filter. Fiom there evolved pro-
gressively less well-understood refinements, which
are being implemented in the Misuse and Attack
Filters. These rules involve heuristic associaticns
which sometimes make intuitive leaps that are nct
always explicitly justified, and as a result may have
to be periodically reconsidered. The rule base filters
arc activated in st ages, as illustrated in Figure 2,

Audit Record
—~—
Anomahes
- §
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istic Fiiter Filter Anomaly
Ruports
m— e
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Figure 2. NADIR Rule Base Structure

e Characteristic Filter - npplies rules whicl, are
strmghtforward descriptions of simple activities,
ciroh one serving to reveal and distinguish nnone
dividual feature of anomalous bebavior. Fach
Charncteristic rule 15 applied indisidually; no at
temnt is made to correlnte one with another. A
lovel of interest is ewoctnted with each nnomaly
defined hy these rules. This level of interest, ns
npphed Lo each user or system, 14 incremental;
with ench rule fired it inerenses by nospeertied



amount. Characteristic rules are applied pri r to
other rule types. Anomalies defined by these r iles
set the stage for the application of all other rules.

* Report Filter - applies rules to the anomalies
output by the Characteristic Filter, to produce
appropriate reports of anomalous behavior. These
rules specify what report is to be generated and
when it is to be generated. What and when are
determined by the level of interest associated with
an anomaly, and by specified time periods.

® Misuse Filter - applies rules to the anomalies
identified by the Characteristic Filter. These rules
attempt to identify patterns of anomalous activity
which have a high probability of being sysiematic
misuse. They specify an action to be taken when
fired, such as the output warning messages. The
Misuse Filter also supplies input to the Attack
Riter.

* Attack Filter - applies rules which attempt to
correlate the recorded Characteristic anomalies
and Misuse Indications with various Attack Sce-
narios. Attack Scenarios identify patterns of
anomalous activity which have a high probability
of being attacks on the system. They specify an
action to be taken when fired, such as the output
of alarm messages.

6.1 Characteristic Rules

Churacteristic rules are applied either to the input
audit record as it is received by NADIR, or to profile
data immediately after it is updated from the audit
record. As each anomaly is found, an Anomaly
Record 13 either generated or updated, whichever is
uppropriate. The Anomaly Record includes a level
of interest for the involved user or system, and an
indication of which rule has been fired. Any incrense
in the level of interest depends on the severity of the
anomiily detected by the rule. Cha ucteristic rules
full into three basic cntegories:

Security Policy - These rules are the implementa-
tion of 1CN security policy, and were obtained by in-
terviewing security personnel and reviewing doc-
umentation. They are intended to detect individunl
events which are potential or certain security viela-
tions, or which because of the netivity type, are in-
herently interesting and must be included in pen-
odic reporta. Ap oxample of a security violation rule:
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Individual Anomaly - These rules are applied to
individual user profiles, to detect when a user's be-
havior departs from that which has been deter.
mined to be normal and valid ICN user behavior.
These rules were obtained by means of a statistical
analysis of the past behavior of all individua] ICN
users, and by interviewing security personnel. An
example of an individual anomaly rule:
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Composite Anomaly - These rules are applied to
composite user profiles, to detect when the compoa
ite of all user activity departs from the pattern
which has been determined to be normal and vahd
for the system. These rules were obtained by means
of a statistical analysis of the past behavior of the
composite of ICN users. An example of a composite
anomaly rule:
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6.2 Report Rules
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These rules are based on designated time intervals.
They perform periodic checks of anomalous activ-
ity levels, and define what reports are to be gener-
ated at the end of these intervals. Designated report
time intervals may be daily, weekly, or any other
desired interval. They analyze the Anomaly Record
for the indicated time period, and generate reports
which summarize and/or detail the appropriate
anomalous activity. An examples of an Anomaly
Report nile:
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6.3 Misuse Indication Rules

These rules are fired by one Characteristic anomaly,
or a sequence or combination of anomalies, which
have a low probability of occurring, and which indi-
cate possible serious misuse of the - etwork. They do
not attempt to define anything as specific as an at-
tack, but their finng indicates something is seriously
amiss. The following Misuse Indication rule exam-
ines the activity of all users:
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The following Misuse Indication rule examines the
Anomaly Record of an individual user:
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6.4 Attack Scenario Rules
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These rules may define one Characteristic anomaly
or Misuse Indication, or a combination of these,
which have a low probability of occurring, and
which indicate a known or postulated attack. It is
the sequence and/or combination of these rules that
make for an increasing certainty that an attack may
be under way. Attack Scenarios are obtained from
security personnel and other experts in system pen-
otration. Attacks are events which could result in the
compromise of passwords, denial of service, or
“wwamping” of one of the TCN service systems.



Attack Scenar' . rules are in the definition stage for
NADIR.

7 Results

NSC audit data has been tontindously processed for
invalid activity since November of 1989 (fur part of
this time in weekly batch mode), using a growing
and improving expert system. SAM audit data has
been processed since August of 1990, starting in
batch mode. The NADIR working prototype has
bee: 1n operation since June of 1990. Reports have
been generated on a weekly basis for this entire time
period, and statistics of ICN activity maintained.
Rather than try to validate the system by use of arti-
ficially constructed test cases and intrusion scenar-
108, we used the audit data normally generated by
the target systems, and a process of extensive eval-
uation of the results. The following has been ac-
complished:

* Invalid activity by unknown (presumably ¢v-
ternal) users was identified and investigated.

* Numerous cases of misuse or suspicious behav-
jor by insiders were identified, including auto-
mated logons, misuse of restricted user numbers,
apparent {unsuccessful) attempts to logon using
another person’s user number, attempted logons
(unsuccessful) from terminals in partitions to
which the user dia not have access, and attempted
use {unsuccessful) of computers in partitiors to
which the user did not have access.

* Unanticipated network problems which had not
previously been identified were uncovered, which
have been remedied where possible or are being
closely monitored.

* Misuse conditions which had not previously
been identified were uncovered. These resulted in
the definition of new expert rules.

* Support was provided in the background analy-
ses that were required during investigations of a
number of current and past ICN users.

In addition to benefits in the area of anomaly detec-
tion, NADIR has provided unanticipated benefits, It
has enabled us to:

* Detect problems with some nodes of our net-
work as they occurred. For example, a surge of in-
valid network messages from a source machine
could be the first indication of a hardware or
software failur ~nther than a user induced prob-
lem. We were anle to tell the difference between

the two types of activity and encode it into our
rule base.

* Provide detailed reports upon request of net.
work activity that was useful to personnel in such
areas as accounting and networking, which in-
cluded statistics of network and computer usage.

We have found it difficult o come up with a number
that accurately describes our “false positive rate”.
It's true that most of the flagged individuals and
events are not intrudars, spies, or even users deliber-
ately misusing the system. It's also true that their
behavior, for one reason or another looked suspi-
cious, and for our security personnel that's reason
enough for at least a preliminary investigation. We
believe that as long as the list of flagged users and
events is short enough for quick review, it is better to
have "false positives” than to miss anything signifi-
cant.

8 Future Directions

Anomaly and event notification currently consists
of terminal messages and periodic reports. For seri-
ous security events, the ultimate goal is to have noti-
fication on a near realtime basis. This notification
will be broadcast to the Los Alamos Network
Operations Center (NOC), which is manned 12
hours a day, with personnel who are reachable 24

hour a day.

Future targets will be additional network service
nodes which control file access, storage, and move-
ment, and opera‘ions control such as job scheauling.
We plan to develop a network of SUN workstations,
each processing the audit record of one or more
nodes, distributing the functional applications and
database, and thus optimizing performance.

Since some kinds of invalid user activity, if allowed
to continue, cculd result in bresck-ins or denial of
service to legitimate users, another goal is the notifi-
cation of appropriate ICN node(s) of extremely
suspicious activity, and the development of re-
sponses by the node(s) to that activity. This would
consist of taking direct action to stop an identified
penetration attempt. The node’s actions will have to
be proportional to the extent that the monitored ac-
tivity has deviated from what is considered valid,
what damage could result from aillowing an invalid
activity to continue, and demal of service considera.
tions. The criteria for such a response have vet to be
determined.

Finally, we would like to identify and use a rigorous
method by which to validate und venfy the perfor.
mance, consistency, and completeness of the



NADIR expert rule base. This has become an even
greater concern as the system is expanded to addi-
tional ICN nodes, and the resulting rule base has be-
come correspondingly more complex.

9 Summary

NADIR demonstrates the feasibility of the automa-
tion of security auditing on a distributed environ-
ment such as the ICN, and the benefits of applying
an expert system to the problem. It demonstrates the
benefits of a phased approach to applying intrusion
detection in a distributed environment. The working
prototype is a start towards a longer-range goal of
expanding the system to additional ICN nodes, and
cross correlating their information to prodace more
complete profiles of user activity on the ICN.
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